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Abstrat

Conjugation is an important action both on the elements and the subgroups of a
group G.

The concept of the conjugacy plays a central role in representation theory and
in some applications.

Several authors have studied the correspondence between special linear codes
and conjugacy classes of subgroups of specific groups, more precisely, F. Manganiello
et al. [35] have studied the correspondence between cyclic orbit codes and conjugacy
classes of subgroups of the general group, J. A. Wood [52] has studied the interaction
between self-orthogonal codes and conjugacy classes of maximal abelian subgroups
of a compact Lie group.

In this thesis, after a brief survey of conjugacy classes, we focus on applications.
We study the conjugacy classes in cryptography. We give characterization of
subclass of self-orthogonal codes and particular codes suitable for secret sharing.
A part of this dissertation is devoted to the study of the practical applications to

secret sharing, encryption and key exchange.

keywords: Conjugacy class; Secret sharing scheme; Self-dual codes; MDS

codes; Minimal codeword; Self-orthogonal code.



Résumé

La conjugaison est une action importante a la fois sur les éléments et les sous
groupes d’un groupe G.

Le concept de conjugaison joue un role central dans la théorie des représentations
des groupes et dans certaines applications.

Plusieurs auteurs ont étudié la correspondance entre quelques classes de codes
linéaires spéciaux et les classes de conjugaison de sous groupes de groupes spécifiques,
plus précisément, F. Manganiello et al. [35] ont étudié la correspondance entre
les codes d’orbite cyclique et les classes de conjugaison de sous groupes du groupe
linéaire, J. A. Wood [52] a étudié 'interaction entre les codes auto-orthogonaux
et les classes de conjugaison de sous groupes maximaux abélians d'un groupe de
Lie compact.

Dans cette thése, aprés un bref apercu sur les classes de conjugaison, nous
étudions les classes de conjugaison en cryptographie. Nous donnons une caractérisation
de sous classe de codes auto-orthogonaux et de codes particuliers convenables au
partage de secrets.

Une partie de cette thése est consacrée aux applications pratiques au partage

de secrets, cryptage et I’échange de clés.

Mots clés:  Classe de conjugaison; Schéma de partage de secret; Codes auto-duaux;

Codes MDS; Mot de code minimal; Code auto-orthogonal.
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Introduction

In a group (G,-), two elements a and b are called conjugate if a = xbx™! for
some x € G.

The conjugacy is an equivalence relation on G, the conjugacy class of a is
a={rax', wzeG}.

Two subgroups H; and H, of GG are conjugate if there exists some ¢ in GG such
that Hy = gH,g .

Conjugation is an important action both on the elements and on the subgroups
of a group G.

Conjugacy classes plays a key role in some applications. Several researchers
have studied the interaction between particular codes and conjugacy classes of
subgroups of a specific group, more precisely, [35], to classify the orbit codes
which are applicable for communication, F. Manganiello use the classification of
the conjugacy classes of cyclic subgroups of the general group. In [52], J. A. Wood
has studied the interaction between self-orthogonal codes and conjugacy classes of
maximal abelian subgroups of a compact Lie group. The other direction may also
be useful, [52], using codes to study the topology of Spin(n).

The first part of this thesis is concerned with the conjugacy classes, the second
part focuses on applications, more precisely we study the conjugacy classes in
cryptography, we give a characterization of subclass of self orthogonal codes and
particular codes suitable for secret sharing, we describe a practical applications of
conjugacy classes to secret sharing, encryption and key exchange.

The dissertation is organized as follows:

In the first chapter, some basic concepts and definitions of groups and cryptography
are introduced: Cyclic groups, cosets and conjugacy, types of cryptographic algorithms,
Diffie-Helman key exchange, ....

in chapter 2 we show the applications of conjugacy classes to cryptography,
mainly concerning braid groups, the conjugacy problem and Mor cryptosystem.

Chapter 3 gives the basic knowledge in coding theory which is useful for
code-based cryptography, in this chapter we describe some families of linear codes
and we present the most successful code-based cryptography: McEliece cryptosystem.

The chapter 4 is devoted to contributions: Characterization of particular codes
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suitable to secret sharing, use of cojugacy classes in McEliece cryptosystem which
leads to obtain a dynamic keys, a new secret sharing applicable to secret image

encryption, conjugacy classes and key exchange.
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CHAPTER 1. PRELIMINARIES

In this chapter we recall the basic notions concerning the theory of groups and
cryptography, which will be used in thesis, with references [11, 26, 49|, the first

one, in our opinion, is a good reference for the theory of groups.

1.1 Groups

1.1.1 Definition and Examples

Definition 1.1. A group (G, %) is a non-empty set G with an operation (x) on G

satisfying the following conditions:
1. Clousure: for all a,b € G, axb is an element of G.
2. Adssociativity: (axb)xc=ax (bxc), for all a,b,c € G.

3. Identity: There exists an (unique) element e € G such that axe = a = exa,
for all a in G.
The element e is called the identity of G.

4. Inverses: For each a in G, there exist an (unique) inverse element b in
G suth that axb = bxa = e.
Remark 1.1. We will usually abbreviate the notation (G,*) as G .

Also there are two standard notations for the binary group operation:

o The additive notation; we write a+0b for axb, 0 for e, and the inverse

of a 1s denoted by (—a).

e The multiplicative notation; we write ab for axb, 1 for e, and a=' for

the inverse of a.

We will use the multiplicative notation for the operation in a group, unless

otherwise specified.

Definition 1.2. A group G is said to be abelian ( or commutative) if for all a
and bin G, ab=ba.

Examples 1.1.
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1. (Z,+) is an abelian group.
2. (Z,-) is not a group since there are elements which are not invertible in 7.

3. The general linear group over R is the group of n X n invertible matrices

with real numbers, and is denoted by GL,(R). It is not abelian for n > 1.

4. Given a set X = {1,2,...,n}, the set of all permutations of X is a group
under composition of maps, called the symmetric group, denoted by S,,. It is
not abelian for n > 2. We shall use the cyclic notation for permutations: let
Q1,09,...,0 €{1,...,n} be k distinct elements, we use (iyiz .. .1i) to denote

that i1 is replaced by s, io is replaced by i3, ..., and iy is replaced by i;.

Definition 1.3. A group G is said to be finite if the number of elements in the
set G s finite. The number of elements is called the order of G, denoted by

|G|, otherwise the group is an infinite group.

Remark 1.2. Finite groups play an extremely important role in cryptography. As
an example of finite groups: let n be an integer > 2, the set Z, = {0,1,2,... ,n—

1} is the finite additive group of residues modulo n.
Example 1.1. |S,| = n!, |Z,| =n.

Definition 1.4. let g be an element of a group G. The order of g, is the
smallest positive integer n such that ¢g" = e, denoted by o(g).

If no such integer n ezists, g is said to have infinite order, o(g) = oc.
Remark 1.3.

1. Every group has at least one element of finite order ( the identity element has

order 1. So an element has order 1 if and only if it is the identity element).

2. Every element of a finite group has finite order.

Example 1.2. Let G = (R —{0},-) be a group of nonzero real numbers under

multiplication, the order of every element except 1 and —1 s infinite.
We have (-1)! = —1, (-=1)> = 1, soo(—1) = 2.

Now 4' = 4, 4> = 16, 4> = 64 and so on. Thus there is no positive
integer n such that 4" = 1. Therefore o(4) = oc.
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1.1.2 Subgroups and Cyclic Groups

1.1.2.1 Subgroups

Definition 1.5. A subgroup of a group G is a non-empty subset H of G that forms

a group under the binary operation of G, and we write H < G.

Remark 1.4. Every group G has two trivial subgroups, G and {e}.
We call the non-trivial subgroup of G, a proper subgroup of GG.

Proposition 1.1. Let G be a group, and let H be a non-empty subset of G. Then
H is a subgroup of G if and only if the following conditions hold:

1. a,be H=abe H for all a,b.

2.a€c H=a'eH.
Remark 1.5. Any subgroup of an abelian group is also abelian.
Examples 1.2.

1. Foralln € Z, nZ = {nx, x € Z} is a subgroup of (Z,+).

2. If we consider the group G = Z¢ = {0,1,2,3,4,5} of integer with addition
modulo 6, H = {0,3} is a subgroup of G.

3. The set of n X n matrices with real numbers and determinant of 1 is a

subgroup of GL,(R), denoted by SL,(R), and named the special linear
group.

1.1.2.2 Homomorphisms

Definition 1.6. let (G, *) and (G',0) be groups. A homomorphism from G to G’
is a map f: G — G’ such that, for all z,y € G,

flxxy) = f(z)o f(y) (1)

Thus if G s additive group and G' is multiplicative group, then (4.1) becomes:

flx+y) = f(x)f(y)
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Definition 1.7. Let f : G — G’ be a homomorphism. If f is bijective, then f is
called an isomorphism. In this case, we say that G and G’ are isomorphic, and

we write G=2G'.

Definition 1.8. Let f: G — G’ be a homomorphism. The subset:

Ker(f)={z € G: f(x) =1}
of G is called the Kernel of the homomorphism f.

Lemma 1.1. Let f be a homomorphism from G to G'. Then Ker(f) is a normal

subgroup of G.
Proposition 1.2. Let f : G — G’ be a homomorphism. Then
(fisinjective) & (Ker(f)=1)

Definition 1.9. Let f : G — G’ be a homomorphism. The image of f is the

subset:
Im(f)={f(9) €G": g€ G}
of G.

Lemma 1.2. Im(f) is a subgroup of G'.

1.1.2.3 Cyclic Groups

Definition 1.10. Let G be a group, and let g be an element of G. The set
(9) ={9", neZ}
is called the cyclic subgroup of G generated by g.

Corollary 1.1. Let g be an element of a group G. Then o(g) = |(g)|-

Definition 1.11. A group G is called a cyclic group if there exists g € G such
that G = (g) , in this case g is called a generator of G.

Examples 1.3.
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1. (Z,+) is an infinite cyclic group.
We have: VYa €Z: {(a) = {ak, k€ L} =aZ
So
(aZ=7) < (a==%1)

Then
Z= (1) = (-1)

Z has only two generators: 1 and (—1).

2. Zn ={0,1,2,...,n— 1} with addition modulo n is a finite cyclic group.

Z, = (1) = (n—1)

other generators are possible depending on n. For instance, 3 is a generator

of Zno (ZIO =(1) =(9) =) = <7>>
Lemma 1.3. Let G be a cyclic group generated by g. Then

1. G is abelian.

2. If G is infinite, the elements of G are

1

9 %9 e,9.9%, ...

3. If G is finite of order n, then the elements of G are

n—1

€.q,9%,....9
and g" =e.
Theorem 1.1. Let G be a cyclic group;
1. If G is infinite, then G is isomorphic to the group (Z,+).
2. If G is finite of order n, then G is isomorphic to the group (Z,,+).
Remark 1.6.
o All cyclic groups of the same order are isomorphic.

e Fvery subgroup of a cyclic group is cyclic.
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1.1.3 Cosets and Conjugacy Classes

1.1.3.1 Cosets

Definition 1.12. Let G be a group, H a subgroup of G. For a € GG the subset
aH={ah, he H}

of G is called a left coset of H in G, or, more precisely, the left coset generated
by a, and similarly the right coset of H generated by a 1is

Ha={ha, he H}

Remark 1.7. In additive notation, we get H + a ( which usually implies that we
deal with a commutative group where we do not need to distinguish left and right

cosets ).

Example 1.3. let G =55 = {e,(12),(13),(23),(123),(132)} be the symmetric
group of all permutations of {1,2,3}, H = ((13)) = {e, (13)} and g = (12)
Then we have: gH = {(12), (132)} while Hg = {(12),(123)} and so gH # Hg.

Thus for a general subgroup, right and left cosets are different.
Proposition 1.3. Two cosets a H and bH are equal if and only if a~'b € H.

Proof. Suppose that a H = b H, then H =a 'bH, so a 'b € H. Conversely, if
a'be H,then H=a"'bH,s0o aH=0H. O

Definition 1.13. A subgroup N of a group G is normal if and only if for all g in
G,
gN = Ny,

we denote it N < G.
Remark 1.8.
e In any group G, {1} and G are normal subgroups.

o Any subgroup H of an abelian group G is normal.
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Example 1.4.
o The special linear group SL,(R) is a normal subgroup of GL,(R).
o The subgroup ((123)) = {e, (123), (132)} in S3 is normal.

Definition 1.14. The index of a subgroup H in G is the number of distinct
left (right) cosets. It is usually denoted by [G : H].

Theorem 1.2 (Lagrange’s Theorem). If H is a subgroup of a finite group G,
then
Gl =[G : H]-[H]
e We note that |H| and [G: H] divides |G|.

e In particular: the order of every subgroup of a finite group divides the order

of the group.

Proof. The left (right) cosets of H in G form a partition of G, so there are
|G : H] of them, and each left (right) cosets has |H| elements. O

Example 1.5. Since |S3| = 3! = 6, so the only possible orders for a subgroup are
1,2,3 and 6. And also they are the only possible values for the index of a subgroup
Of 53

Definition 1.15. Let N be a normal subgroup of a group G. The set of all left costs
of N in G is a group denoted by G/N wunder the operation gy N gg N = g1 go N .
This group is called the quotient group of G by N. The identity element of G/N
is N and (gN)' =g 'N, i.e., g N is the inverse of gN.

Theorem 1.3.

1. Let G be a finite group, if g in G, then the order of g divides |G|. In

particular, ¢/ = 1.
2. If G has a prime order, then G s cyclic.

Proof.

10
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1. If g in G has order say n, hence the elements

n—1

1L,g,¢°...,¢" " (¢"=1)

form a cyclic group of G with order n. By lagrange’s Theorem n divides

|G-

2. Since G has a prime order, the order of any subgroup is either one or
p, so we may take g # 1 in G, and since the order of ¢ divides |G|, so
o(g) = |G|. Then the cyclic group generatde by ¢ coincides with G.

1.1.3.2 Conjugacy Classes

Let G be a group, and consider the following relation ~ on G:

Let a, b € G, we put
(a ~ b) & (there exists g€ G suchthat a=g bg’l)

Thus:
(a ~ b) & (a s a conjugate of b)

Definition 1.16. The relation ~ s named the conjugacy relation.
Lemma 1.4. The conjugacy relation ~ is an equivalence relation on G.

Proof.

1. Reflexivity: a~a, Vae G .

1

We have; eae™' = a,i.e., a~ a, so the relation is reflexive.

2. Symmetry: a~b = b~a, Va,bed.

Assume that a ~ b, then dg € G such that gbg~! = a.
But then, g7'a (g7~ = b, so that b~ a.

11
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3. Transitivity: a~b A b~c = a~c, Va,b,c €G.
If a~band b~ c,then we have g,,g, € G, such that g;bg;' = a and

gacgy = b.
Then,

—1
g1 (920951)9f1 = <9192>C<9192> =a

That is, a ~ c.

O

Definition 1.17. The equivalence classes of this equivalence relation are called
the conjugacy classes of G.

For each a in G we denoted its conjugacy class by @, and as such;

a={gag™, geG}

Remark 1.9. The equivalence classes form a partition of G.
Examples 1.4.

1. If G s an abelian group, then every element is a conjugacy of its own:

rgr~t =g, forall x€@.

2. let G = Ss, the conjugacy classes are:
oc={geg, geG}={e}

o (12) = {r(12)77': 7 € G}.

T ‘(1) (12) (13) (23) (123) (132)
7'(12)7_1‘(12) (12) (23) (13) (23) (13)

Therefore (12) = {(12), (13),(23)} = (13) = (23).

12
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o (123) = {7 (123)77': 7 € G}.

¥ () (12) (13) (23) (123) (132)
7(123)7—1\(123) (132) (132) (132) (123) (123)

Therefore (123) = {(123), (132)} = (132).
In general, the number of conjugacy classes of the symmetric group S, s
equal to the number of partitions of n, where a partition of a positive number
n is a sequence of positive integers (iy,ig, - -+ ,ig) such that iy > iy > -+ > iy

koo
and Y75, i =n.

3. Two permutations are conjugate in S, if and only if they consist of the same
number of disjoint cycles of the same lengths. Thus, cycles of the same length
are always conjugate. For instance, in Ss, (12) and (13) are conjugate; (123)
and (23) are not.

Theorem 1.4. Any two elements of a conjugacy class have the same order.

Remark 1.10. The converse of Theorem (1.4) is false: This is clear in abelian
groups, where different elements could have the same order, but they are never

conjugate.

Definition 1.18. Let a € G, the centralizer Cg(a) of a in G, is the set of all

elements of G which commute with a. Thus

Cgla) ={9€Glga=ag}

Theorem 1.5. Let G be a finite group and let a be an element of G. Then the
centralizer Cg(a) of a is a subgroup of G and

G|
[Cala)l

That is, the conjugacy class of a has the same size as the index of its

al = [G:Cela)] =

centralizer.

In particular the size of each conjugacy class divides the order |G| of the group.

13
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Definition 1.19. The set Z(G) of elements which commute with every element
of G is called the center of G. Thus,

Z(G)={g|rg=gz forall x € G}

Note that Z(G) is an abelian subgroup of G.
Remark 1.11.
1. Ifa € Z(Q) then @ = {a}.

2. a € Z(G) if and only if Cg(a) = G.

Class Equation

Theorem 1.6 ( Conjugacy Class Equation). Let G be a finite group. Then

Gl = 12(O)] + Y [G: Cola)

a€eT

Where T' contains exactly one representative from every conjugacy class of G of

size larger than one.
Example 1.6.

1. Let G = S;. The center of Ss is Z(S3) = {e}, and we have the nontrivial

conjugacy classes:

(12) ={(12),(13),(23)}
o (123) = {(123),(132)}

If we take one element from each nontrivial class, say (12) and (123). Then

the centralizers are:

o Cc((12)) = {e, (12)}.
o O ((123)) = {e, (123), (132)}.

Therefore, class equation is:

1S5 = |Z(S5)| + [S5: Ca((12))] +[Ss: Ca ((123))] =1+ 3 +2 = 6.

14
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2. If G is an abelian group of order n, then the class equation of G 1is:
n=1+1+---+1(n times ). Since G is an abelian group, all the

conjugacy classes are singleton sets of size 1.
Remark 1.12.

1. [G:C(a)] > 1, since [G:C(a)] equals the number of elements in the
conjugacy class @, where a € G\ Z(G).

2. |C(a)] < |G|, because |G| = [G:C(a)] - |C(a)|, and [G:C(a)] > 1 (
ae G\ Z(G) ).

Definition 1.20. Let p be a prime number. A p-group is a group in which every

element has order a power of p.

Remark 1.13. A finite group is a p-group if and only if its order is a power of
.

Lagrange’s Theorem shows that the order of every element of a p-group must

also be a power of p.

Theorem 1.7. Let |G| = p" where p is a prime. Let Z(G) be the center of
G. Then p divides |Z(G)|. In particular, Z(G) is nontrivial.

Proof. Use the class equation:

Gl = 12(G)] + )_[G: Cela)]

acT
Because |G| = p™ where n >0, p divides |G| and is greater than 1, hence
is divisible by p. Therefore p divides |Z(G)|. So, |Z(G)| # 1. O

Theorem 1.8. Let p be a prime. Then every group of order p? is abelian.

FC-Groups

It is well-known that the conjugacy classes in a group reflect properties of this
group, there is a strong connection between the conjugacy class sizes and the
structure of a group. For instance, the group in which every conjugacy class is

finite, these groups are called FC-groups, introduced by Bear in [9]. In [43] B. H.
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Neumann proved that if G is a group where its conjugacy classes are finite and of
bounded size ( that is [G : Cg(a)] < n for each element a € G and for some fixed
integer n), then the derived subgroup G’ is finite. Another interesting connection

between properties of groups and conjugacy classes can be founed, for example in

12], [29].

Definition 1.21. A group G 1is called an FC-group if for every g € G, the
conjugacy class of g in G s finite.
This is equivalent to saying that a group G is an FC-group if and only if the

centralizer Cg(a) is of finite index in G for each a € G.
Example 1.7.

e Finite groups;

o Abelian groups;

e groups whose derived subgroup G is finite.

Remark 1.14.

1. Every subgroup of an FC-group is an FC-group.

2. If G is a finitely generated FC-group, then G/Z(G) is finite.

16



CHAPTER 1. PRELIMINARIES

1.2 Cryptography

1.2.1 Definition

Cryptography is the science of secret communication and it is an ancient art. The
word cryptography comes from the ancient Greek words " kryptos " ( hidden or
secret ) and " graphein " ( writing).

Cryptography is an applied branch of mathematics and it is the science of
using mathematics to encrypt and decrypt information (data). The basic idea of
cryptography is the use of so-called one way functions or mathematical functions:
A function y = f(x) is one way if it’s easy to compute y from z, but it’s very
hard to compute the value of f~!(y). As an example: Discrete logarithm and hash
functions.

In cryptography, the original message ( plaintext or cleartext) is converted
into a coded equivalent called " ciphertext", this process is called encryption. The
process of turning ciphertext to its original plaintext is called decryption, Figure

1.1 illustrates this process.

: encryption —; decryption :
plaintext ciphertext plaintext

Figure 1.1: Encryption and decryption

One the information has encrypted, it can be transmitted through an insecure
network, such as the internet or stored on an insecure media. So that it becomes

unintelligible to anybody except the intended recipient.

In some situations, cryptography can be used to provide the following services:
e Confidentiality ( Secrecy).

o Integrity.

e authentication.
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e Non-repudiation.

A cryptographic algorithm works in combination with a key such as: number,
word or phrase to encrypt the original message. There are several ways to classify

cryptographic algorithms, the most types of algorithms are:

e Symmetric key cryptography: 1 key ( Private key ).

e Asymmetric key cryptography: 2 keys ( Private key and public key).

Cryptographic
Techniques

SKC PKC
1 key 2 keys

Figure 1.2: Cryptography techniques

1.2.2 Types of Cryptographic Algorithms

1.2.2.1 Secret Key Cryptography (SKC)

This type of cryptography technique uses a same key for both encryption and
decryption. As shown in Figure 1.3, the sender uses the key to encrypt plaintext
message and the receiver applies the same key to decrytpt the ciphertext. Because
only single key is used, secret key cryptography is also known as " symmetric key
cryptography ". The highest difficulty with this technique is the distribution of
the secret ( key).

18
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plaintext . ciphertext . plaintext
encryption decryption

Figure 1.3: Secret key cryptography

Some examples of secret key cryptography are Data Encryption Standard (
DES), International Data Encryption Algorithm ( IDEA), and Advanced Encryption
Standard ( AES).

1.2.2.2 Public Key Cryptography (PKC)

The difficulty of key distribution is solved by public key cryptography, it was
invented by Whitfield Diffie and Martin Hellman in 1976. The basic technique of
public key cryptography was first discovered in 1973 by the British Secret service,
but this was a secret until 1997. Public key cryptography also called Asymmetric
key cryptography, uses two different keys. One public key for encryption and

another different key " private or secret key " for decryption.

Private Key

plaintext ciphertext plaintext

Figure 1.4: Public key cryptography

In public key cryptography, each participant has a pair of keys: a public key
and a private key. The private key is kept secret while the public key is shared
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with every one.

Some examples of public key algorithm are Digital Signature Algorithm (
DSA), Algorithm RSA ( named for its inventors; Ron Rivest, Adishamir and
Leonard Adleman), and Elgamal ( named for its inventor, Tahar Elgamal ).

We describe in the following, the first published public-key algorithm: Diffie-Hellman

key exchange.

Diffie-Hellman Key Exchange

In 1976, Whitfield Diffie and Martin Hellman introduced a key exchange protocol
[18]. The protocol is a specific method of exchanging cryptographic keys. The
Diffie- Hellman key exchange algorithm allows two parties to exchange a secret
key over an insecure medium without any prior secrets. The Diffie- Hellman key

algorithm based on the difficulty of computing discrete logarithms.

Problem Discrete logarithm problem (DLP)
let G = (g) be a cyclic group generated by g.
Given two elements g and ¢g® € G, the problem is to find the a.

Algorithm Description
Suppose the users Alice (A) and Bob (B) wish to exchange a key:

1. Public information

(a) A prime number p.
(b) An integer g, where g is a primitive root of p (that is ¢ is a generator

of the multiplicative group ((Z/pZ)*,-) ).

2. Key agreement
(a) Alice chooses a secret integer a, and sends Y4 = g (mod p) to Bob.
(b) Bob chooses a secret integer b and sends Yp = ¢° (mod p) to Alice.
(c) Alice receives Yp and computes the secret key: K = Y5 (mod p).

)

(d) Bob receives Y, and computes the secret key: K = Y? (mod p).
Example 1.8.
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1. Suppose prime number p =7 and the primitive root of p is 3, g = 3.
2. Alice chooses a =2 and sends Y, = 3* (mod 7) = 2.

3. Bob chooses b =4 and sends Yg = 3* (mod 7) = 4.

After the exchange public key:
4. Alice compute: K =Yg =42 (mod 7) = 2.

5. Bob compute: K =Y} =2% (mod 7) = 2.

1.2.2.3 Hash Functions (HF)

The Public key cryptography is 1000 times slower than secret key cryptography, it
produces an volume of ciphertext at least double the size of the original plaintext
message.

A cryptography hash function is a mathematical transformation that takes an
arbitrary length of message and produces a fixed length ( short) number.

Cryptographic hash functions are used to check the integrity of the file to
ensure that the file has not be altered or changed.

There are sevral hash functions in use today: message Digest (MD) Algorithms:
MD2, MD4, MD5, and Secure Hash Algorithms (SHA): SHA1, SHA2, SHA3.

1.2.3 Secret Sharing Scheme (SSS)

In cryptography, secure storage of sensitive data as the private key is an important
problem. For example, a key that is saved by an individual can easily be lost,
giving copies to several people increases the risk of compromise. As a solution of
this problem is the secret sharing scheme.

A secret sharing scheme (SSS) is a method to distribute a sensitive secret to
a number of parts (shares) in such a way that only some specified shares can
reconstruct the secret. The goal of a secret sharing scheme is to ensure that
unauthorized subset of shares do not be able to gain any information about the
secret.

Secret sharing schemes were introduced independently by Adi Shamir [48] and
G. Blakely [10] respectively in 1979. A (,n) secret sharing scheme is a method to
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distribute a secret S among n people such that any ¢ or more can construct the
secret S, but (t — 1) can not.

The first SSS was proposed by Shamir [48] based on Lagrange interpolation
polynomial. To obtain a (¢,n) secret sharing, a random polynomial of degree
(t — 1) is generated over a finite field F where p is a prime number. To construct
the polynomial

f(x) = ag+arx+ agx® + -+ ay_12'!

ap = S is the secret and the coefficients a; to a;—; are randomly chosen in F,. The
share (i, f(7)), 1 <1 < n, is given to user 4. If ¢ or more users come together, they
can construct the polynomial using Lagrange interpolation and obtain the secret
( see [48] or [49]).

Example Let the secret S = 8, let n = 4 and t = 3. Let (¢t — 1) that is 2
coefficients are 7 and 3. The polynomial is f(x) = 8 + 7z + 322 over the filed Z3.

The corresponding secret shares are:

(1, f(1)) = (1, 847(1)+3(1)2 =18 mod 13 ) = (1,5)
(2, f(2)) = (2, 847(2)+3(2)2 =34 mod 13 ) = (2,8)
(3, f(3)) = (3, 8+7(3)+3(3)2 =56 mod 13 ) = (3,4)
(4, f(4)) = (4, 8+7(4) +3(4)2 = 279 mod 13 ) = (4,6)

t = 3 so at least three users can find the secret by Lagrange’s interpolation

formula:

fla) = Zf@)( 11 j‘_j)
i=1,i#j "7 !

Consider first three users (1,5), (2,8) and (3,4), the secret can be calculated

as:

5-2-3 8-1-3 4:-1-2
f0) =

1-201-3)  2-D2=3 " 3-1)3B-2

= 8 mod 13

Therefore S = 8

Now let consider another combinations of shares as (1,5), (3,4) and (4,6):
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5.3.-4 4-1-4 6-1-3
= a0 " 6-06-9 " a-DE_3

= 8 mod 13, which is our secret.

Another approach is Blakely SSS, based on hyper plane geometry [10]: For
implementation a (f,n) secret sharing scheme, a hyper-plane equation in a t
dimensional space over a finite field is given to each of the n users such that
each hyper-plane passes through a certain point. The intersection points of the
hyper-plane gives the original secret. When ¢ users come together, they can solve

the system of equations to reconstruct the original secret.

S5 54

S3

Secret (S)

52

Figure 1.5: Blakley’s scheme with t=2, n=>5, and original secret S .
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Group-based cryptography is about the application and the use of group theory
to cryptography. Most modern cryptography schemes use groups, they are based
on algebraic structure of groups. Groups theory is used especialy in public key

cryptography (PKC), such as:

e Diffie-Hellman key exchange uses finite cyclic group with generator g, which

is based on the discrete logarithm problem (DLP).

e The Elgamal cryptographic algorithm, is based on the discrete logarithm
problem (DLP)(as well as the Diffie-Hellman key exchange ) in cyclic group

of large prime order.

This type of encryption is called commutative cryptography. To improve the
securety of cryptographic protocols, non-commutative cryptography was introduced.

The first use of non-abelian groups (non-commutative cryptography) in cryptography
is proposed by Wagner and Magyarik [51] in 1985. In group-based cryptography,
non-abelian groups are used in encryption and decryption. The primary sources for
non-abelian groups: linear group theory and combinatorial group theory. Braid
group cryptography [16], where encryption is done within braid groups, is one
prominent example. Braid groups is one of the main platforms in braid-group
cryptography ( see [3], [5], [30], [31], [17]). The one-way function in braid group
systems is based on the difficulty of solving group theoretic search and decision
problems such as the conjugacy search problem (CSP). The conjugacy search
problem (CSP) plays a major role in group-based cryptography. In this chapter
we will present two well-known group-based key agreement protocols: The first
is the Anshel, Anshel and Goldfeld protocol [3] in 1999, the other is Ko et al.
protocol [30] in 2000. We also present the MOR cryptosystem.

2.1 Conjugacy Search Problem (CSP)

We describe some of mathematically hard problems related to conjugacy, which is

may be interesting in cryptography:
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2.1.1 Conjugacy Decision Problem (CDP)

given two elements h, g of a group G, the conjugacy decision problem (CDP) is to
decide whether h and g are conjugate or not? that is, is there an x in G such that

h = xgz~1?

2.1.2 Conjugacy Search Problem (CSP)

An analogue to the discrete logarithm problem (DLP) in arbitrary groups is the
conjugacy search problem (CSP): given two elements h, g of a group G such that
h and g are conjugate, i.e. we have h = kgk~!. The problem is to find an element
x in G such that h = zgz~!.

There exist a variant to the conjugacy search problem, namely the multiple
simultaneous conjugacy search problem ( SCSP), otherwise known as the generalized
conjugacy search problem: given (hy, ho, ..., hy), (g1, 9o, ..., gs) of a group G such
that h; = zgz~! for some z € G. The problem is to find an element y € G
such that h; = yg;y~! for all i = 1,...,n. The primary example of the conjugacy
search problem being used in cryptography is the Anshel-Anshel-Goledfeld (AAG)

protocol, we discuss AAG protocol in section 2.2.1.

2.2 Braid Groups and The Conjugacy Problem

The braid groups were first introduced by E. Artin in 1926 [6], these groups play
important role in many areas of mathematics, in particular public key cryptography.
There are several definitions for braid groups, see [27], [42] for more details of these

groups and an excellent introduction to their basic properties can be found.

Definition 2.1. The braid group B, is defined by the Artin presentation:

0,0:0;, = 0;0;0; 1 11— =1
Bn = 01y+++,0n-1 s e f | . j|
0;0; = 040 Zf |Z—] |> 1

Where o;, 1 = 1,...,n—1 is the generator of the group B,,, formed by crossing

the ith string under the (i 4+ 1)th string ( see Figure: 2.1).
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Note that, there are only two types of crossings, the under-crossing ( the right
side passes under the left) noted by o and the over-crossing ( the left side passes

under the right) noted by o*.

N J
e [

o o
1 1 1+ 1 n—1 n 1 1 1+1 n—1 n
A 4
g; 0;1

Figure 2.1: The elementary braids o; and o; *

Any element of B, is called an n-braid, and every n-braid can be represented
by a finite number of elementary braids o; and their inverse o; ' ( Figure: 2.1),
an example is shown in Figure 2.2. Note that for n > 1, B, is infinite. Bj is

isomorphic to Z. For n > 3, B,, is non-abelian and Z(B,,) is isomorphic to Z.

N

S
S

;

Figure 2.2: An example of a 4-braid : o] 'o3090103
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2.2.1 Key Agreement Protocols and Cryptosystem Based

on Braid Groups

This paragraph gives the basic definitions for key agreement protocols and cryptosystem,

which are based on the difficulty of the conjugacy problem for braid groups.

2.2.1.1 Anshel-Anshel-Goldfeld Protocol

This protocol was proposed by Anshel, Anshel and Goldfeld [3] in 1999, and then
later in 2001, the protocol was implemented to the braid groups by the original
authors and Fisher [4].

1. Public information:

(a) The braid index n is fixed.

(b) Alice publishes a subgroup of B, say Sa = (s1, So, ..., ), where s; are

arbitrary.
(c) Bob publishes a subgroup of B, say Sg = (t1,ts,...,t,), where t; are
arbitrary.

2. Key agreement:

(a) Alice chooses a secret element a = s;,s;, ... s;, € Sa and sends
(t1,atia™ 1), ..., (ty, atya™t) to Bob.
(b) Bob chooses a secret element b = t;,t;,...t; € Sp and sends
(s1,bs107Y), ..., (s, bs,.b71) to Alice.
(c) Alice computes the shared key: K = (bs;,b™") ... (bs; b )a™! = (bab™)a™".
(d) Bob computes the shared key: K = b[(atj,a™?t). .. (at;a™ )]t = blaba™']7 .
But, the shared keys computed by Bob and Alice may be different as bit

strangs, so for extracting the same bit strang from bab~'a™', Anshal et al. [3],

used the colored Bureau representation of the braid group defined by Morton [41].

The second protocol we describe was introduced in 2000 by Ko et al. [30].
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2.2.1.2 Diffie-Hellman Conjugacy Protocol

Ko et al. proposed a key agreement protocol, based on the conjugacy problem on
braid groups, using commutative property of some of its elements.

For the braid group Bs,, consider the following subgroups:
LBgn = <O’1,...,0'n_1> and Ran = <O’n+1,...,02n_1>
Where, for any x € LBy, and y € RBs,, vy = yz.

1. Public information
(a) A relatively complicated braid x € Bs, is published.

2. Key agreement

(
(

a) Alice chooses a secret braid a € LB,, and sends 3, = ara™! to Bob.

)
b) Bobe chooses a secret braid b € RBy, and sends y, = bzb™! to Alice.
) Alice receives g, and computes the shared key: K = aypa™ = abxb ta™'.
)

(c

(d) Bob receives y, and computes the shared key: K = by,b~! = baza=1b7!.

In order to make sure that Alice and Bob generate the same secret key, Ko et

al. [30] used the Garside normal form.

Remark 2.1. Ko et al. also propose a public key encryption scheme [30], the

security of which is also based on the Conjugacy Search Problem.

2.3 MOR Cryptosystem

In this section we present the MOR cryptosystem. The concept of the MOR
cryptosystem was introduced by Paeng et al. in 2001, see [44|. The system’s
security is based on the hardness of the special conjugacy search problem and the
DLP in the inner automorphism group. Later in same year, Paeng et al. [45],
generalized the MOR cryptosystem.

Let G be a non-abelian group with non trivial center Z(G). We assume that
Z(@G) is not small.
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Definition 2.2. Let g be an element of G. An automorphism

Inn(g): G — G

T+— gxg_1

15 called the inner automorphism. Note that:
o (Inn(g))" = Inn(g").
o Inn(g) =idg < g € Z(G).

The set of all inner automophisms of G, called the inner automorphism group
and denoted by Inn(G).

Problem Special Conjugacy Search Problem
Gven an element Inn(g) € Inn(G), the special conjugacy search problem
(SCSP) is to find ¢ € G such that Inn(g) = Inn(g’).

2.3.1 Public Key Encryption Scheme: MOR

Alice chooses arbitrary elements g € G and a € N.

Alice’s keys are as follows:

e Public key: Inn(g), Inn(g®).

e Secret key: a.

Encryption

To send a message m € G to Alice:

e Bob chooses an arbitrary b € N and compute (Inn(g®))°.
e Bob computes E = Inn(g®)(m) = (Inn(g?))*(m).

e Bob computes ¢ = (Inn(g))°.

e Bob sends to Alice the cipher (F, ¢).
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Decryption

Alice knows a, so she compute:

m = o~*(E) = Inn(g~*)(E) = Inn(g~")(Inn(g™)(m)).
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CHAPTER 3. LINEAR CODES

This chapter presents the basic knowledge about coding theory wich is useful
for code-based cryptography. We introduce some basic concepts and definitions
and describe some families of linear codes which play a role in this thesis. The
following definitions are extracted from [38]. More details can be found in [24],
[25].

Then we describe the first and the most succesful code-based cryptosystem:

The McEliece cryptosystem.

3.1 Basic Definitions

An important class of codes are linear codes in the vector space Fy, F, is a finite

filed of cardinality ¢ , where ¢ = p™, p is a prime and m is a positive integer.

Definition 3.1. A linear [n, k|, code C of length n and dimension k is a k-dimensional

subspace of Ty . The elements of the code are called codewords.

Example 3.1. The repetition code C ={ (x,...,z ) |z €F, } is a linear code.
———

n

Remark 3.1.

In a linear code, any linear combination of codewords is also a codeword.

The zero vector 0 s always a codeword of any linear code.

The size of a code is the number of codewords and equals ¢*, denoted by

IC| = ¢~

A binary code C' is linear if and only if contains the zero codeword 0 and

the sum of any two codewords is another codeword, i.e.,

forall ci,co €eC: c14+co €C

Definition 3.2 (Hamming distance).
The Hamming distance d(x,y) between two codewords x = ( x1,xa,...,x, )and y =

(Y1,Y2, -, Yn ) is the number of coefficients in which they differ, i.e.,

d(z,y)=|{14 x # vy }
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Example 3.2.

In FS :  d(010101, 111011 ) =4
In F4 ©  d(0221,2210) =3

Definition 3.3 ( Minimum distance). The minimum distance of a code C'is

d=min{d(z,y) | z,ycC; z#y}

A linear [ n, k | code with minimum distance d is often denoted as [ n, k,d ].

Definition 3.4 (Support). The support of a codeword ¢ = (¢1,...,¢, ) € C is
defined to be the set:

supp(c) ={1<i<n,¢#0}

Definition 3.5 (Hamming weight). The Hamming weight w (¢) of a codeword
c € C is the cardinality of its support, i.e.,

w(c) = | supp(c) |

Definition 3.6 (Minimum weight). The minimum Hamming weight of C' is the
smallest of the weights of the nonzero codewords of C, denoted by w (C), i.e.,

w(C)=min{w()|ceC; c#0}

Lemma 3.1. If C' is a linear code, then d is the minimum Hamming weight of
C, i.e.,
d(C)=w(C)

Generator and Parity-Check Matrices

Since a linear [ n,k | code is a k-dimensional subspace of F for some integer
k with 1 < k£ < n, so we can describe it by giving a basis, wich consists of k&
linearly independent codewords in C'.

It is customary to put the basis vectors into a matrix.
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Definition 3.7 (Generator matrix). let C' be an [ n,k,d | code with a basis A =

{ala"'7ak } If
a; = dai; a2 ... Qip
s = QA9 @22 ... Q9p
A = Qg1 Qg2 ... Akp
then the k X n matrix;
a1; A2 ... QAip
21 QA92 ... Q9
G =
Q1 A2 ... Qkgp

whose rows are the codewords in A, is called the generator matriz for C.

Note that a generator matrix for C' must be a k x n matrix with rang k. Since
the vector space can have many different bases, the generator matrix for linear

code is not unique.

Proposition 3.1. Any linear code can be defined by its generator matrix. Indeed,

all the codewords can be generated by this matriz

C:{:EG|$€IF’;}

Definition 3.8 (Kronecker product code).

Let Cy and Cy be respectively [ny, ki, di] and [nq, ko, do] linear codes over F,, with
generator matrices Gy and Gy, the Kronecker product C1®C5 is an [ning, kiks, dids]
linear code over F, [46] whose codewords consist of all ny X ny matrices in which
the columns are codewords of Cy and the rows are codewords of Cy, such that the

generator matriz is the Kronecker product G; ® Ga, see [38].

A linear code can also be characterized by an other matrix, the parity-check

matrix.
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Definition 3.9 (Parity-Check matrix). A parity-check matriz for a linear [ n, k |

code is an (n — k) x n matriz H difined by;

H11 H12 Hln C1
H H ... Hy, c

Hc' = '21 ,22 . ,2 '2 =0, forall c= (¢, c2y...,¢, ) € C
ank 1 ank 2 .- ank n Cn

e, C = { z €Iy, Hz" =0 }, so any linear code is completely specified by

a parity-check matriz.

Note that any parity-check matrix for C must have (n — k) rows, n columns,
and rank (n — k).

Remark 3.2. Recall that, given a matriz A, we denote by A" the transpose of A,

the matriz wich is formed by turning all the rows of A into columns and vice-versa.

Example 3.3.

2 3 4
P e L
56 7

Theorem 3.1. Matrices H and G are parity-check and generator respectively for

~ W N
N O Ot

a linear code C' if and only if
i. The rows of a generator matrix are linearly independent;

1. The rows of a parity-check matriz are linearly independent, and

ii. HGT =0.
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Definition 3.10.

i. A generator matriz of the form G = [I|P] where I is a k x k identity
matriz and P is a k X (n — k) matriz, is said to be in standard form ( also

called systematic form of the generator matriz ).

ii. A parity-check matriz in the form | B| 1] where B is a (n — k) X k matriz

and I is a (n — k) x (n — k) identity matriz, is said to be in standard form.

Theorem 3.2. If G = [I|P] is a generator matriz for the [n,k] code C in
standard form, then the parity-check matriz H will be defined as

H=[-P"|I]

Since the choice of G a generator matrix of a code is not unique, the parity-check

matriz H will not be unique.

3.2 Dual Codes

First we introduce the definition of inner product.

Definition 3.11 ( Inner product and orthogonal).
let w=(uy, ug,...,u ), v = (01, Vo...,0, ) € Fy be two vectors. The
inner product of w,v 1is denoted by (u,v) and is defined by

n
(u,v) = UV +UV9 + ... + Uy V, = E U V;
i=1

If (u,v) =0, then u and v are called orthogonal.

Example 3.4.

In T3 ; we have
(1100, 1101) = 1+14+0+0=0
(0111, 1111) = 0+1+1+1=1

In F3;
(1012, 2120) = 24+0+2+0=1
(2122, 1210) = 24242+0=0
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Lemma 3.2. Ifu, v, w € Fy; o, B € Fy, then
1. {u,v) = (v,u)
2. (au+ Pu,w) =a (u,w) + 5 (v,w)

Definition 3.12 ( Dual code).
Let C be an [ n,k | code, then the dual code of C, denoted by C* is the set of

; n ; 1 n ).
all vectors in Iy which are orthogonal to every codeword of C' ( C— C Fy):
Ct = {v €Fy; (v,e) =0, forall codewords c € C’}
Lemma 3.3. Let C be an [ n,k | code with generator matriz G, then
C’l:{v EFZ;GUT:O}

Theorem 3.3. Let C be an [ n,k | code, then the dual code C*+ of C is a linear

[n,n — k] code.

Note that:
dim C + dim C*+=n

Example 3.5. For the [ n, 1 | repetition code C, with the generator matrix

1 0 0
o |1 0 0
1000 ... 1

Proposition 3.2. For any linear | n,k | code C, (CL)L =C.

Proposition 3.3. If H, G are a parity-check matriz and a generator matrix for
C' respectively, then they are a generator matriz and a parity-check matriz for C+

respectively.
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Example 3.6. Let G be a generator matriz of a code C' in standard form over Fy:
1 01 011
G =
01 0111

So we can obtain the parity-check matriz:

101000

010100
H =

110010

110001

which is the generator matrixz for the dual code C+ of C'.

3.2.1 Self-Dual Codes

The interaction between self-orthogonal codes and conjugacy classes of maximal
abelian subgroups of a compact lie group was studied by J. A. Wood [52]. The

classification of self dual codes is well known in some cases, [13], [23].

Definition 3.13.
A linear code is self-orthogonal if C C C*.
A linear code is self-dual if C = C*.

Theorem 3.4. If C is a [n,k,d] self-dual code over F,, then n must be even

and the dimension is n/2, i.e., C is| 2k, k,d ]q linear code for some k.

3.3 MDS Codes

3.3.1 Singleton Bound

The simplest upper bound on code sizes is:

Theorem 3.5 ( Singleton bound).
Let C be a linear [ n,k,d |, code, then the distance

d<n—k+1
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Proof. Let H be the parity-check matrix for the code, so (d—1) columns of H are
linearly independent, i.e., the column rank of H > d — 1. But since the column

rank equal to the row rank of H, and H has row rank equal to (n—k ), we obtain;

d<n—k-+1

Definition 3.14. A linear [ n,k,d |, code such that
d=n—-k+1
is called a mazimum distance separable ( MDS) code.

Example 3.7 ( Trivial families of MDS codes).

The trivial MDS codes with parameters [ n,n, 1 ]q, [n,1,n ]q ,and [n,n—1,2 ]q
have k non-zero weights with the exeception of the dual of the binary repetition
code of length n > 2 which contains only words of even weights [20]. Several

authors have studied MDS codes [25], [32].

Weight Enumerator for a Linear Codes
The weight distribution of a code is important, it has a number of applications

in the study of codes.

Definition 3.15. let A; be the numbers of codewords of weight i in a linear
[n,k,d] code C. The numbers A;, i = 0,1,...,n are called the weight
distribution of the code C.

Note that
A(] - 1
Ay ..., Ag_q are all zero.

Ag is not zero.

Definition 3.16. The weight enumerator of C' is given by:

We (Z) = En: A 7
=0
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Remark 3.3. Another way to express the weight enumerator We (Z) is:

We (Z) = Z z )

ceC

Example 3.8. Let C' be the code:
C ={ 000, 101, 011, 110 }

Then: ;
We(Z)=Y AizZ'=) Z"9I=1+32
=0

ceC

Definition 3.17. The homogeneous weight enumerator of C' is:
We(X, V) => A4XY
i=0
Example 3.9. The weight enumerator of [ 8, 4, 4 ] hamming code is:
8
We(X, V) => AX Y =X+ 14xv* 4V
i=0

Remark 3.4. Note that We (X, Y ) and We(Z) are equivalent by the

following equations:

WC(Z) = WC(L Z)
We(X,Y) = X"We(X'Y)

Theorem 3.6 (MacWilliams).
Let C be a [n, k] linear code over Fy, and Wo ( X, Y ) be the weight

enumerator of C. Then

1
WCL(X,Y)ZEWC(X 4 (g-1DY, X-Y).

So by the MacWilliams Theorem we can determine the weight enumerator of
a dual code from the weight enumerator of a code. This is very useful in practice,
there are codes for which it is easier to compute the weight enumerator of one

than the other.
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Definition 3.18 (Minimal codeword). A non-zero codeword ¢y is minimal if it
only covers F,-cy, ie., if Yeo € C, (supp(ca) C supp(ci)) = (c1,¢2) linearly
dependent.

Definition 3.19 (Minimal linear code). A linear code C' is minimal if every

non-zero codeword c € C' 1s minimal.

There exists a sufficient condition for all non-zero codewords of a linear code
to be minimal.

The following lemma gives sufficient condition on weight for a linear code to
be minimal. More precisely, if the weights of a linear code are close enough to
each other, then all non-zero codewords of the code are minimal, as described in

the following statement.

Lemma 3.4 ( Ashikhman-Barg Lemma [8]).
Let C be an [ n, k, d] code. Let W and Wiq, be the minimum and maximum

non-zero weights, respectively. If

> (*)

wmaz q
Then C' is minimal.

Remark 3.5. Note that the converse is false ( the previous condition is only

necessary ), for this we take the minimal tetracode T[4,2,3] code over Fs with

1 011
G =
(O 11 2)

This code is also self dual. Its Kronecker square T?, is a [16,4,9]3 minimal code

with generator matriz G2, where G* = G ®@ G is the Kronecker product of G by G.

generator matrix

Consider now the Kronecker product T* = T? ® T?.
The code T*[256,16,81] is minimal [14], but it does not verify (*):

Winin 81 g—1 2
<— < —=-.

Wnae 144 q 3

Remark 3.6. The Ashikhman-Barg Lemma is so useful in determining the minimal

codewords.
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We finally define the notion of equivalence for linear codes:

Definition 3.20 ( Equivalence of codes). Let Cy and Cy be two [n, k] linear codes
over By, we say that Cy and Cy are equivalent, denoted by Cy ~ Cy , if there exists
a permutation T € S,,, such that:

Cy = T(Cl) = {(Cr(l)7 Cr(2)y - - - ,CT(n)); (Cl, Coy.n. ,Cn) S Cl}

If G1 and G5 are the generator matrices of two equivalent linear codes, then

Gy can be obtained from Gy by permuting its columns.

Note that two equivalent linear codes have many of the same properties: Same
dimenssion, minimum distance, weight distribution, etc. So equivalent linear codes

have the same error correction capabilities.

3.4 Code-Based Cryptography

3.4.1 McEliece Cryptosystem

The most important property of the linear codes is their error correction capability.
This property ensures that if errors are introduced for example during transmission
into the codeword, so it is possible to decode correctly this codewords, if the

numbers of errors is less than the correction capability.

Definition 3.21 (Error-correcting linear code). Let C' be a linear [n,k,d] code
over ' with a generator matrix G. We say that C can correct up to t errors, if
there exists a decoding algorithm Dy, : F* — C such that ¥V u € F* V e € F",
where the weight w(e) < t, the word:

y = uG+e
is always correctly decoded as D g4(y) = u.

The error- correcting capability of a code C' is directly related to its minimum

distance.

Theorem 3.7. Let C' be a linear [n,k,d] code over F. There exists a decoding
2

algorithm Dy : F™ — C' that correctly decodes codewords with up to |

erors.
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Thus, for every linear [n, k, 2t 4 1] code, there exists a decoding algorithm that

corrects up to t errors.

3.4.1.1 The Cryptosystem

The McEliece cryptosystem is based on error-correcting linear code, is one of
the most successful cryptosystem based on notions of coding theory [39]. The
original version of this system uses generator matrices and encodes the messages

into codewords of Goppa codes. The main components of McEliece system are:
e Any [n, k], code families for which efficient decoding algorithms are known.
e An efficient decoding algorithm: D 4.

Number of errors: t.

A private (k x n) linear block code generator matrix: G.

o A (k x k) secret non-singular scrambling matrix: S.

A (n x n) secret permutation matrix: P.

Plaintext message: m.

Ciphertext: c.

Note that an (n x n) permutation matrix P is a binary matrix that has exactly
one entry of 1 in each row and each column and the other elements are zeroes. If
(k x n) matrix A is multiplied by P, the result is a matrix say A’ = AP which
contains the same columns as A, but in different order. The McEliece scheme
consists of three algorithms: A key generation algorithm which produces a public

and a private key, an encryption algorithm and a decryption algorithm.

Key Generation:

e Choose a random [n, k], code C, for which there exists an efficient decoding

algorithm D 454, that can correct up to ¢ errors.

e Compute a (k x n) generator matrix G for the code C.
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e Generate a random k X k binary non-singular matrix S.
e Generate a random (n X n) permutation matrix P.
e Compute the (k x n) matrix G’ = SGP.

e The public key is (G',t) and the private key is (S, G, P, D a4).

Encryption:

To encrypt a binary plaintext m € {0, 1}*, generate a random vector e € {0, 1}"

with hamming weight ¢ and compute the ciphertext
c = mG' +e

Decryption:

For a received ciphertext ¢, first calculate:
cP™! = (mS)G +eP !

Next use the decoding algorithm Dy, to recover ¢’ = mS and calculate the
message m with:

m = ¢'S7!
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In this chapter we present our main results, [34]:

4.1 Overview

In cryptography, secret sharing scheme refers to any method which distribute a
secret among a group of participants individuals in such a way that only authorized
subset of participants can reconstruct the secret by collectively combining their
shares of the secret.

More formally, in secret sharing schemes there exist a dealer D, n participants
P, P, ..., P, and a reconstructor R . In the secret sharing phase the dealer D
splits a secret S into n parts, called shares, and sends privately one share ¢; to
each participant P;, an access group is a subset of participants that are qualified
to recover the secret S. In (¢,n) threshold access group, 1 < ¢t < n, t or more
than ¢ players can recover the secret, while fewer than ¢ players cannot know any
information about the secret S.

Since the concept of secret scharing was introduced, several constructions have
been proposed. In 1981 McEliece and Sarwate [40] first investigated the relation
between linear codes and secret sharing. They observed that Shamir’s scheme is
closely related to Reed-Solomon codes. later many secret sharing schemes based
on linear error correcting codes, have been proposed. In [28] Karnin et al. realize
threshold schemes using linear codes. In [47] Renvall and Ding consider the access
structures of secret sharing schemes based on MDS code. A similar construction
is proposed in [19] by Ding et al. Massey [36], [37], firstly utilized linear codes
for secret sharing schemes and pointed out the relationship between the access
structure and the minimal codewords of the dual code. However, it is very hard
in general to determine the minimal codewords of linear code. This was done only
for a small number of classes of special linear codes.

Several authors have investigated the minimal codewords for several classes of
codes and characterized the access structures of the schemes based on their dual
codes [2], 7], [8], [47], [53].
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4.1.1 A Link Between Secret Sharing Schemes and linear
Codes

There are many methods to use linear codes to construct secret sharing schemes
[36], [47]. One of them is the following.

Let C' be alinear [ n, k, d] code with generator matrix G = [go, g1,---,Gn_1,
where g; # Ofori = 0,1,...,n — 1, the secret S is an element of F, and there
are (n — 1) participants Py, P, ..., P,_1 and a dealer D are involved.

In order to determine the n — 1 shares of the secret S, the dealer randomly

choose an element v = (g, uy, ..., ug_1) € IF’; such that S = wugy. Note

k—1

that u can be chosen in ¢"~" ways. Then the dealer D treats u as an information

vector and he computes the codeword corresponding to u as:
c = uG = (co, €1, ) Cao1), G = UG

Then the dealer gives ¢; to participant P; as share for each i > 1.
Note that ¢ = wugy = S, then a subset of shares { ¢;, ¢y, ..., ¢}
determines the secret if and only if the column gy of the generating matrix G of

the code C'is a linear combination of g;,, iy, ---, i, -

4.2 Secret Sharing and Conjugacy Classes

In this section the secret sharing and conjugacy search problem are combined.
Let consider a secret sharing based on linear code C' with generator matrix G.

Let us fix a random matrix Sy € GLy(F,) and define:

g GLk(Fq) rd kan(]Fq)
S — g(S;) =8%G =@,

Here S stands Sy S; Sy
Corollary 4.1. For the map g, the following properties hold:

1. g(SiS;) = S g(S;), for all S, S; € GL(F,).
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2. g(SP) = (S~ 1% g(S;), for all S; € GL(F,).
Proof.

1.
g(SiS;) = (8iS)* G
Sy5:5, 551G
A e
= SHgNG
= 57 9(S)).

g(St) = g(S77'S))
(S771)% g(S5).

[]

Remark 4.1. According to the last corollary, a variety of matrices are obtained
from the matriz G. So we have a family of matrices that can be used to secret
sharing. Then we can construct a sequence of dynamic ( non-static) keys which can
be dynamically and automatically updated, and which enhances the performance

and the security of secret sharing.

Proposition 4.1. Let C' be a minimal code with generator matrix G. Then the

code C! with the generator matriz G, = g(SP) = (SP)%0 G is minimal.

Proof.
We have: G = (57)% G, thus C' and C” are equivalent codes, so they have the

same weight distribution, then C” is minimal.
O

Proposition 4.2. The access structure of the proposed code approach secret sharing

depends only on the code, it does not depend on the choice of the generator matriz.

Proof. We know that the access structure of secret-sharing schemes based on codes
depends on the weight distribution of their dual codes, meaning that for equivalent
codes where we have the same weight distribution, the access structure doesn’t

depend on the choice of the generator matrix but on the code. O
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4.3 Characterization of MDS Codes Verifying the
Property (*)

In the MDS codes, the notions of minimal and the property (*) coincide:

Proposition 4.3. Let C be an [n, k,d|, MDS code, then C is minimal if and only
if C werifies the property (*).

Proof. 1t is obvious that C' verifies the property (*) implies C' is minimal.

Conversely; suppose that C' is minimal, then from [14],

wmazgn_k_Fl

As
wmin:n_k+1 < Winaz
So
min —1
wmax q
The property (*) is verified. O
A linear code C is constant weight code if w(z) = w(y) for all non-zero

codewords z,y € C.

As example of constant weight code we consider the simplex code Sk (q) generated
by k x [(¢" —1)/(¢ — 1)] matrix G over F,, whose columns consist of one non-zero
vector from each one-dimensional subspaces of F’;.

According to the last Proposition:
Corollary 4.2. Every minimal MDS code is constant weight code.

Proof. According to the proof of the last Proposition, we have: w,in = Wmae

then every codeword has the same weight. O]

Theorem 4.1. Let C be an [n,k,d], MDS code, then C wverifies the property (*)
if and only if C is 2-dimensional q-ary simplex code with parameters [q + 1,2, ql,

or C'is a [n,1,n|, repetition code.

Proof. It C' is simplex code so it is constant weight code, the property (*) is
verified. For the repetition code the result is obvious.

Conversely;
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(i) Assume that k # 1;

If the MDS code C' verifies the property (*), then C' is constant weight
code: Ve € C —{0}; w(c) = n—k+ 1, from [24] we deduce that C is
equivalent to a padding of a replication of [(¢* —1)/(¢ — 1), k] simplex code

(k—1

Si(q) and each non-zero element of C' has weight mq*~, where m is the

multiplier of the replication, so d = n — k + 1 implies that d = mq¢*~ Y =
m((¢* —1)/(q — 1)) + B] — k + 1, where B is the number of zeros used in
the padding [24].

Then,
k=mq* 2 4. 4+mg+m+B+1 (4.1)

Which is true only for £ =2, m =1 and B = 0, indeed if £ > 2 we have
k=mg* 2+ .  +mg+m+B+1>m¢* "V —g+2>k

a contradiction. Hence k = 2, the equality (4.1) becomes: 2 = m + B + 1,
som=1and B =0, that is C is [¢ + 1, 2, ], code.

(ii) If £ =1, the MDS code C'is [m,1,m], code generated by G = (g1, - ., gm)-
Every non-zero codeword of C' equals yG = (yg1,...,ygm) where y € F, —
{0}, then w(yG) = w(gi, . . ., gm) and C is constant weight code with parameters
[m(g*—1)/(g—1), k,mg* Y] and k = 1, consequently C'is [m, 1, m] repetition

code with m = n.

4.4 Characterization of Self-dual Codes Verifying
the Property (*)

We distinguish two cases:

e Case A:

[F, is a field of characteristic 2.

ol



CHAPTER 4. CONTRIBUTIONS

Theorem 4.2. Let C' = [n, k,d] be a self-dual code over Fyr, C verifies the
property (*) if and only if C'is [2,1,2], repetition code.

To proof the Theorem 4.2, we will need the following Lemmas:

Lemma 4.1.

(i) A linear code C = [n, k,d] over Fys is self-dual if and only if its standard

generator matriz equals G = [ I | A], where the matriz A is orthogonal.

(i) Let C = [2k,k,d] be a self-dual code over Fyr, then C contains the

codeword 1 = (1,1,...,1).

Proof.

(i)

As the length of a self-dual code satisfies n = 2k where k is the
dimension of the code, the matrix A must be square. Moreover, C
will be a self-dual if G is also a parity-check matrix of the code, i.e.,
G-GT=0.But G-GT =14+ A-AT, so that C is self-dual if A- AT =T

( Fys is of characteristic 2 for which I = —1I ), i.e., A is orthogonal.

Let G = [I; : A] be a generator matrix of C, where [ is the identity

matrix of order k, let A = [a( )], then H = [AT : ] is a generator

matrix of C+(C+ = C), we have: A- AT = 1.

Noting that for example for the first element of A- AT :
a%l—i_'“—{—a%k: (a11+...+alk)2:1

Then we have :

a11_|_..._|_a1k:1

For the matrix GG, we denote its i-th row by L;. It is easy to verify that:
Li+---4+L.=(1,...,1)

Then
(1,....1)eC
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Lemma 4.2. Let C = |2k, k,d] be a self-dual code over Fyr, if C verifies the
property (*), then the code C is MDS code, i.e., d =k + 1.

Proof. By Lemma 4.1 we have: W, = n, S0 g > 2102—;1, it is easy to
verify that 22—;1 > % when f > 1, so we obtain g > % which implies that
d > k. On the other hand, d < k + 1 (the Single’?on bound), so we obtain
d=k+1 O

Now we will prove Theorem 4.2.

Proof of Theorem 4.2. Suppose that C' = [2,1,2], is a repetition code over
[F, of length 2, so we have:

Conversely; in the following, we consider two cases:

(i) Case 1:
Suppose ¢ = 2, by Lemma 4.2 we have d = k + 1, this implies that
C' = [2k,k, k + 1] is MDS code, so C' meets the Singleton bound, and
the only binary MDS codes are: F} is [n,n, 1], the [n,n —1,2] code and
the repetition code [n, 1,n];
(a) For [n,n,1] it is clear that it is not self-dual.
(b) For [n,1,n]; we have k = 1, so n = 2k = 2.
(¢) For [n,n —1,2]; we have k = n — 1, so n = 2n — 2 which implies

that n = 2.

Hence, we have C' is [2, 1, 2], repetition code.
(i) Case 2:
Suppose that ¢ > 2, we have:

2f —1 < Winin <k—|—1
2/ Winaw 2k

Therefore, we obtain:
k+1 2/ —1

>
2k 2f

93



CHAPTER 4. CONTRIBUTIONS

Which implies that:
2/-1

o1 1
Asl< f,k=1and n=2, Cis [2,1,2], repetition code.

k <

This completes the proof. n

e (Case B:

[F, is a field of arbitrary characteristic.

Theorem 4.3. Let C' be an [n,k,d], self-dual code, then C wverifies the
property (*) if and only if C is [2,1,2] repetition code over Fyr, or C is
[4,2,3] tetracode over Fs, or C is [2,1,2] repetition code over F, if ¢ = 1
(mod 4).

Proof. Tt is easy to show that the tetracode and the repetition codes verifies

the property (*).

Suppose now that C' verifies the property (*);

(i) Case 1: if k> 1

According to [14] we have, k + ¢ —2 < d < k+ 1, then ¢ < 3:

(a) If ¢ = 2; by Theorem 4.2: k=1 and n = 2, so C'is [2,1, 2], MDS
repetition code.

(b) If g =3; k+1 < d < k+1,thend = k+1,s0 Cis [2k, k, k+1]3 MDS
code verifying (*), by Theorem 4.1 we deduce that C' is [4,2,3]3
tetracode.

(i) Case 2: if k=1
If q is a power of 2, so we have the [2,1,2] repetition code over F,

with generator matrix G = (1,1). If ¢ is not a power of 2, in this case
G = (1,a) with a®> = —1, which is only possible if ¢ =1 (mod 4).
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4.5 Special Codes

In this section, a special codes are examined and applied for secret sharing schemes.

We studied the property (*) for a family of three and five weight cyclic codes.

4.5.1 Three Weight Codes

m
Let m and k be positive integers such that m’ = — is odd and m’ > 3, with

e
e = ged(m, k), let p be an odd prime. According to [55];

e When £ is even and e is odd, there exists a three-weight p-ary cyclic code

Cie With parameters [p™ — 1,2m, p™ — pm~t — Edp(mte=2)/2],

e When k/e is odd, there exists a three-weight p-ary cyclic code C,Inv with

e

parameters [p™ — 1,2m,p™ — p™ ! — (p — 1)p(m+e—2)/2].

Proposition 4.4. The code C,, . verifies the property (*), then it’s minimal code.

Proof.
Put a=pm—p" ! and b= (LF)pmte22
. £\ . a—b _ p—1 —e)/2
Cine verifies (*) if and only if " > & a>b(2p—1) & pma2 >
a b
p—3
/
. 1
Not that m = em’ with m’ odd and m’ > 3, so m2 € e(m2 ) >e,
hence pm=9/2>p—1 and C,, verifies (*). O

Proposition 4.5. The code C;me verifies the property (*) if and only if e # 1 or
(e=1 and m > 3).

Proof.
Let f =p" — pmfl and g= (p _ 1>p(m+672)/27
Cr, . verifies (*) & f > g(2p — 1) & pm=9/2 > 2p — 1.
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J— /_
As below m2 - e(m2 D > e,

e If e # 1, the property (*) is verified.

o Ife=1, (*) is verified < pm V2 >2p -1 2L > 1o m> 3.

4.5.2 Five Weight Codes

m
Let m and k be positive integers such that m’ = — be odd and m’ > 5, with
e

e = gcd(m, k), let p be an odd prime number.
According to [56], there exists a five-weight cyclic code C;, ) over F, with
parameters [p™ — 1,3m, (p — 1)(p™ ! — p)m+3e=2/2],

Proposition 4.6. The code Cyy . ) verifies the property (*) if and only if e # 1
or(e=1 and m >5).

Proof.
From [56] we have Wy, = (p—1)(p™ ' —p™3¢2/2) and wynee = (p—1)(p™ 1+

p(m+3e—2)/2) ]

Then Cpm ) verifies (*) if and only if pm=39/2 > 9p — 1 & m —3e > 2.

m—3e=(m'—3)e,as m =5, m—3e>=2e.
e If e # 1, the property (*) is verified.

o If e=1, (*) is verified & m > 5e = 5.
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4.6 Application: Secret Sharing for Image Encryption

4.6.1 Example

To achieve a good security level, the encryption and sharing secret are combined,

let I be an image of size N.

4.6.1.1 Arnold Discrete Cat Map

Particular codes are used for the sharing secret, in this example, the secrets to
share are parameters of an image encryption scheme, more precisely s; = a, so =
b determine the encryption matrix and s3 = r the number of iterations to be
performed.

Indeed we will use Arnold’s discrete cat map for encryption:

The Arnold’s discrete cat map is a two-dimensional invertible chaotic

Yn Yn+1 Un

11
With Ay = . it is used to shuffle the pixel positions of the plain image.

The map I' can be generalized to a map:

v () 6)-+ ()

1 b x
Where A; = ( ), a,b are positive integers, (

is the original pixel
a ab+1 Y

\
x
position and . is the new pixel position after applying the map I' .
Y
After iterating this map r times, the correlation among the adjacent pixels can

x x
be disturbed, I becomes a random image, and we have ( \) = Aj ( )
Y Y

The parameters s; = a, s = b, s3 = r can be used as the secret keys.
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Arnold encryption has periodicity which reduces its security, after several
iterations, the encrypted image will be returned to the original image, hence it
is important to add another processing to the algorithm in order to increase it’s
security, [1], [22].

We illustrate the proposed approach and we present the sharing process for

the secrets a,b and r, the encryption and decryption techniques.

4.6.1.2 MDS Code Approach Secret Sharing

We will consider a secret sharing based on MDS code of Theorem 4.1. For this
put F, ={0,04,...,a, 1} the finite field of cardinality ¢ = p™ and

10 1 -+ 1
G =
01 ap - Qg
a 2 X (q+ 1) generator matrix of a code C.
According to the Theorem 4.1, C' is 2-dimensional simplex code over F, and it

is minimal, then C is suitable for sharing secret, indeed if we represent G by its

columns G = (g9, g1, - - -, 9,) and G+ the generator matrix of C* by

1 oo -1 0 ... 0

N 1 0O -1 ... 0
G :<G0,G1,...,Gq): X

1l agqy 0 0 ... —1

In the secret sharing scheme based on Ct, the secret S € F,, ¢ participants
D1,D2,-..,Dq and a dealer D are involved, the dealer chooses randomly a vector
u € FI7' such that S = uGy, puts t; = uG; and t = (to,...,t,) and gives t; to
participants P;, 1 < ¢ < ¢ as share.

For the reconstruction phase, according to [54], if Gy is a linear combination
of Gyy,...,G

im *

Go = Zm: OéjGij .
j=1
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For at least a;; # 0, then

m
S = Z Oéjti].,
j=1

As rank (G+) = ¢—1 and C+ is MDS, G with any ¢ — 1 columns are dependent,

so the cardinality of any access group equals ¢ — 1.

For example if we take ¢ = p (p prime), (P, Py, ..., P,_1) is an access group,

because

So

p—1
Go=) kGyr,
k=1

g =

p—1
Kty .
k=

1

For tests we take p = 13, we obtain:

e s;=a=1-36+2-124+3-24+---4+12-177=1 (mod 13)

e s,=b=1-2442.04+3-24+4---4+12-104=3 (mod 13)

® s3=r=1-36+2-12+3-24+---+12-158 =12 (mod 13)

Then the used parameters are summarized in Table 1.

Table 4.1: The used parameters in the example.

Vector u;

Secret Shares t

(1,0,2,4,0,6,7,1,2,1,3,0)
(1,0,2,1,0,4,3,1,2,0,2,0)

(2,0,2,4,2,1,7,1,2,1,3,0)

si=a=1 (177,12,0,24,48,0 ,72,84,12,24,12,36,0) ( mod 13)
so=b=3 (104,12,0,24,12,0 ,48,36,12,24,0 ,24,0) ( mod 13)

s3 =1 =12 (158,24,0,24,48,24,12,84,12,24,12,36,0) ( mod 13)

For the reveal phase we take for example the access group (Py, Ps, ..., Pi2) and

the secret is calculated by

12
S; = E ktis_g
k=1
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Remark 4.2.

1. The previous example can be used as secret sharing scheme with cheater
detection, indeed when participants present their shares in the reconstruction
phase, malicious participant ( cheater) presents faked share, ast = (to, ..., t,)
belongs to a [n,k,d| code C*+ we make use of detection of errors ( modified
shares ) up to d — 1. Thus this scheme offers verifiable mechanism to
prevent 2 fraudulent participants. For the case of more than two dishonest

participants we can use the codes C, ., C'  and Cipm,k), because their

m,e

minimum distance depend on the parameters m,e,p, k.

2. As mentioned in 4.2 we can use conjugacy classes to enhances the performance

of secret sharing.

4.7 Conjugacy Classes and Key Exchange

This section proposes a key agreement protocol. This protocol is based on the
general idea of Diffie- Hellman key exchange algorithm [18] and A. Y. Mahmoud
[33]. The proposed protocol is also based on few matrix multiplications, using

commutative matrices and conjugation.

4.7.1 Initial Setup:

Let GL(n,F) be the set of invertible nxn matrices with entries in IF,. Let GN (n, F)
be the set of n x n matrices with entries in [Fy, with zero determinant value and
having rank n — 1.

We denote by: A (Alice), B ( Bob) two participants who share the secret, in

our protocol we use the following symbols:

Let M € GL(n,F), G € GN(n,F), be two matrices publicly known.

ra €N, Xy =MDsM(Ds € GL(n,F)isadiagonal matriz) A’s private key pair
Y= XAGTAXgl (XAG =+ GXA)

rg € N, Xg = MDgM~Y(Dp € GL(n,F)isadiagonal matriz) : B'sprivate key pair
)

Yp = XpG e X' (XpG # GXp

A’s public key

B’s public key
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It is easy to see that:
XuXp = MDy;M*MDgM~!
MDsDgM~1
= MDgD,sM™!
= MDgM*MD,M™!

= XpXa.
since diagonal matrices commute.

By using the following protocol, the two parties A and B can obtain the same

shared key, k, without transference of k.

4.7.2 The Protocol
1. User A sends his public key to B and B his public key to A.

2. A computes the common secret key k4 using his private key pair and the
received public key of B: k4 = X4Y3 X!

3. B computes the key kg: kg = XBY;{BX;

At the end A and B share the same secret key k = ky = kp.
Since X4 Xp = XXy, then

ka = XaYpAX)!
X4 XpGreraXgt X!
XpXaGams X ' X!
XpY 2 X!
= kp.
Figure 4.1 shows the agreement process.
As mentioned, our protocol is similar to [33]. Thus, our protocol is secure as
[33]. For more details see [33].

According to [21], the complexity of n x n matrix multiplication is O(n
237286

2.37286),

this mean the complexity of our protocol, is O(n

Note that in our protocol:

e if |G| # 0, a possible eavesdropper Eve (E) could solve the discrete logarithm

problem by considering the determinantal equation:
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Public Parameters:

M,G
Alice Bob
(14, X4) (re, XB)
Yi= X4GraX7! Yp = XpGs X!
YA Ys
ka = XaYIA X! kp = XpY P Xg'
ka= XaXpGreraXg' X! kp = XpXaGrars X ' X!

ka=XaXpGera X5 ' X' = XpXAG 4 s X' X35! = kp
Figure 4.1: Key agreement process using conjugate
Ya| = [XaGaX |
| Xal |G [ X3

[Xal G | Xa] ™!
= |G

e In order to recover the private keys ( e.g., X4 and r4), E must be able to

solve the following equation:

YiXa=X1G

but this is difficult because both X, and G™ are not known.

4.7.3 Example

Let n =2, F=7Z,={0,1,...,5,6} and let:
12\, (24 16
T‘1:2,T2:3,M: ,M == ,G: s
5 6 3 5 3 4
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Then:

W N
Ot
Il
~—
-~ =
B~ W
N~

>

oy]

I
VN
[
B~ W
~

>

W

I
VR
=~ W
(o))

And the user’s public keys are:
2
0 3 1 6 5 2 0 6
YA pu— p—
(4 3> (3 4) <5 0) (0 4)
3
1 3\ (1 6 3 3 2 6
YB p—t g
(4 4) (3 4) (4 6) (6 4)

Finally the secret shared key is:

2
{03\ (2 6\ (5 2 46
ka = XaYIAXT! = -
4 3/ \6 4 5 0 5 4
1 3 (0 6 ’ 3 3 4 6
kp = XpYTP X3! = -
4 4 0 4 4 6 5 4
Thus, k = ka = kg, |k| =0 and rank(k) = 0.
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4.8 Conjugacy Classes and McEliece

In this section, we use the conjugacy search problem in McEliece cryptosystem.
We present a modification which increases the security of the system without
increasing the key size. We show how the conjugation classes can be used to

obtain a dynamic ( non-static) keys.

4.8.1 The Proposed Cryptosystem

The proposed cryptosystem is similar to the McEliece cryptosystem, so there are
also three steps: Key generation ( a public and a private key), encryption and

decryption.

Key Generation:

e Choose a random [n, k], code C, for which there exists an efficient decoding
algorithm D,, that can correct up to ¢ errors, and Compute a (k x n)

generator matrix G for the code C.

e Chooses a random matrices S € GLg(F,) and a (n x n) permutation matrix
p.

e Let us fix a random matrix Sy € GLk(F,) and define h : GLy(F,) —
Min(F,) by: h(S;) =SS G P =G Here S stands Sy S; Sy

e The public key is (G’,t), and the private key is (S S5, G, P).
Encryption:
To encrypt a message m, generate a random vector e of weight t and compute
c=mG,+e
Decryption:

To decrypt the ciphertext ¢, first we compute:

PV = (mSSP)G +eP?
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And then recovers ¢ = m S Sf ° by using the decoding algorithm, then compute:
m = ¢ (S 8%0)!
Corollary 4.3. For the map h, the following properties hold:
1. h(S;iS;) = S5 h(S;), for all S;, S; € GL(F,).

2. h(SP) = (SIS h(S;), for all S; € GL(F,).

Proof.
L
hS;:S;) = S5(S:5,)%GP
5808 8;5,'GP
S 808551 Sy S; Syt G P
= SSPS8rssPaGP
= SP50n(S;)).
2.
Sy = h(SPTLS)
= (577155 h(Sy).
O
Remark 4.3.

1. The dynamic key generation scheme is based on the synchronous time between
the sender and the receiver, the dynamic key has a short life time. For
example the matriz S; is valid with in that time period i. So is an initial

parameter.

2. According to the last corollary, a sequence of non-static cryptography keys
15 generated. Hence, in the proposed method every message in the system is
encrypted by a different cryptography keys, which enhances the performance
and the security of cryptographic systems.
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Abstrat

Conjugation is an important action both on the elements and the subgroups of
a group GG. The concept of the conjugacy plays a central role in representation
theory and in some applications.

Several authors have studied the correspondence between special linear codes
and conjugacy classes of subgroups of specific groups. In this thesis, after a brief
survey of conjugacy classes, we focus on applications. We study the conjugacy
classes in cryptography. We give characterization of subclass of self-orthogonal
codes and particular codes suitable for secret sharing. A part of this dissertation
is devoted to the study of the practical applications to secret sharing, encryption

and key exchange.

keywords: Conjugacy class, Secret sharing scheme; Self-dual codes; MDS

codes; Minimal codeword; Self-orthogonal code.

Résumé

La conjugaison est une action importante a la fois sur les éléments et les sous
groupes d'un groupe G. Le concept de conjugaison joue un role central dans la
théorie des représentations des groupes et dans certaines applications.

Plusieurs auteurs ont étudié la correspondance entre quelques classes de codes
linéaires spéciaux et les classes de conjugaison de sous groupes de groupes spécifiques.
Dans cette thése, aprés un bref apercu sur les classes de conjugaison, nous étudions
les classes de conjugaison en cryptographie. Nous donnons une caractérisation
de sous classe de codes auto-orthogonaux et de codes particuliers convenables
au partage de secrets. Une partie de cette thése est consacrée aux applications

pratiques au partage de secrets, cryptage et I’échange de clés.

Mots clés:  Classe de conjugaison, Schéma de partage de secret; Codes auto-duaux;
Codes MDS; Mot de code minimal; Code auto-orthogonal.
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